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The Igaware Email Filtering appliance filters email before it 
reaches your email server, keeping inboxes free from spam, 

viruses and other malicious content.  
 

Your email server will instantly be protected for greater reliability 
while staff productivity and morale will be boosted.  

 
Daily automatic updates ensure you are always protected from 

the latest threats. 

Anti-Spam uses a powerful combination of an intelligent email filter, greylisting and image spam 

detection that filters out 99.8% of unsolicited bulk email. 

Anti-Virus includes the Clam AV and the award winning Kaspersky Anti-Virus engines. 

Anti-Mail Bombing protects against Denial of Service attacks and Mail Bombing that can 

cripple you email server. 

Igaware Anti-Phishing identifies fraudulent emails that try to trick staff into giving away 

confidential personal or business information such as bank logon details. 

Content Filtering removes potentially malicious payloads from email such as executable files, 

script tags and many more. 

Email Reporting details every email sent and received and shows how many unwanted spam 

and virus emails have been filtered.  

Exchange Integration means that only email for users that exist on your exchange server get 

passed through. This reduces the load on your exchange server keeping it running efficiently. 

Email Server – if you don’t have an email server then the Igaware appliance can be enabled as 

a full blown email server (optional). 
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Technical Specification 

General 

• High performance email filtering appliance 

• Option to enable as an email server 

• Automatic updates and system monitoring 

• Easy to use web interface 

• Highly configurable 

• Compatible with Windows, Apple & Linux O/S 

• Scalable 

• Available in range of hardware configurations including small form factor, tower and 

rackmount servers 

 

Filtering Functions 

• Anti-Spam 

o Header tests 

o Body phrase tests 

o Bayesian filtering 

o Automatic address whitelist/blacklist 

o Manual address whitelist/blacklist 

o Collaborative spam identification databases (DCC, Pyzor, Razor2) 

o RBL 

o DNS Blocklists 

o Character sets and locales 

o Create/Edit Rules 

o Image Spam detection 

• Anti-Virus 

o ClamAV 

o Kaspersky 

• Anti-Mail Bombing 

• Anti-Phishing 

• Content Filtering 

• Reporting 

o By user and date showing sender, recipient, size and subject 

o Details of all spam, viruses and filtered content 

• Exchange Integration for user verification 

 

Support 

• Fully managed solution 

• Proactive system monitoring 

• Automatic updates 

 


